
 

 

 

Cybersecurity Workshop 
June 22, 2023 

Registration opens at 8:00 am; Workshop is from 8:30 am – 4:00 pm  
Ala Moana Hotel (Garden Lanai Room) 
410 Atkinson Dr, Honolulu, HI 96814 

 
Time Topic Format 

8:00 – 8:30 am Registration & Continental Breakfast  

8:30 – 8:40 am Welcome & Introduction Hilton Raethel 

8:40 - 9:40 am Overview of Cyber Threat Landscape 
Our local FBI cyber expert will discuss cybersecurity 
threats they are investigating on a global, national and 
regional level. Participants will learn how to best work 
with the FBI and other government agencies prior to, 
during, and post cyber incident. 
 
John Riggi will share an update on what hospitals and 
healthcare systems across the nation are saying about 
their biggest cybersecurity threats and challenges. 
Learn how the AHA is helping the field mitigate those 
threats.  

Joint presentation with 
John Riggi and local FBI 
representative 

9:40 – 10:20 am Cybersecurity: Lessons Learned and Best Practices 
from Small Hospitals to Big Systems 
 

Moderated panel 
discussion with John 
Riggi, Peter Lewis 
(HPH), and Charles Hill 
(HHSC) 

10:20 - 10:30 am Break  

10:30 - 11:15 am Ransomware Preparedness and Response 
A national perspective will be presented on 
ransomware attacks and how cyber risk translates into 
enterprise risk issues with direct implications to 
revenue, reputation, care delivery, and patient safety. 
 
Attendees will understand current ransomware 
threats and attack methodology targeting healthcare. 
Lessons learned and best practices will be shared on 
how to best prepare for and sustain the impact of 
ransomware attacks.  

John Riggi 

11:15 - 12:00 pm Crisis Communications for Cyber Incidents including 
Ransomware Attacks 
Based on direct involvement in real world incidents, 
John Riggi will review the importance of crisis 

John Riggi 



 

 

communications and the impact on future 
reputational, regulatory, business, and legal dealings. 
He will walk attendees through the following: 

• An analysis on intent and transparency of 
communications 

• Addressing the different internal and external 
audiences during a crisis 

• The importance of preparing communication 
templates for each audience 

• The crisis communication plan as part of the 
incident response plan   

12:00 – 1:00 pm Lunch (Networking and open discussion)  

1:00 – 3:30 pm Cyber Table-Top Exercise (including break at halfway 
mark) 
A critical thinking and strategic leadership cyber 
incident group exercise designed to be highly 
interactive and based upon real-world, complex, and 
multi-faceted cyber and risk incidents. 

John Riggi 

3:30 – 4:00 pm Wrap-up, Lessons Learned, and Discussion 
 

John Riggi 

 


